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Abstract: Log information has become an important information resource in the rapid development of information
systems. Through the analysis of logs, abnormal detection, fault diagnosis and performance diagnosis can be
performed. The log-based anomaly detection technology was focused on. Firstly, the currently used log-based
anomaly detection framework was introduced, and then the key link technologies such as log analysis and log
anomaly detection were focused on. Finally, the current technology was summarized and suggestions for future
research directions were given.
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Figure 1 Log-based anomaly detection framework
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2018-03-12 17:00:14, 833 INFO
2018-03-12 17:00:14, 834 INFO
2018-03-12 17:00:14, 854 INFO
2018-03-12 17:00:17, 882 INFO

2018-03-12 17:00:17, 394 INFO

[main] server.ZooKeeperServer: Server environment:host.name=localhost
[main] server.ZooKeeperServer: Server environment:user.home=/home/hadoop
[main] server. NIOServerCnxnFactory: binding to port 0.0.0.0/0.0.0.0:2181
[NIDServerCxn. Factory:0. 0. 0. 0/0. 0. 0. 0:2181] server.NIOServerCninFactory:
Accepted socket connection from /192. 168, 31, 154:38221

[NI0ServerCxn. Factory:0. 0. 0. 0/0. 0. 0. 0:2181] server.ZooKeeperServer: Client

attempting to establish new session at /192, 168, 31. 154:38221

2018-03-12 17:00:17, 944 INFO

[SyneThread: 0] server. ZooKeeperServer: Established session

0x1621970549a0000 with negotiated timeout 90000 for client /192, 168. 31.154:38221

2 Hadoop H & EFEHI
Figure 2 Hadoop log information sample
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Table 1 Log template samples

Eid Name Message Frequency Parameters

1 server.ZooKeeperServer Server environment 2 host.name=localhost, user.home=/home/hadoop
2 server.NIOServerCnxnFactory binding to port 1 0.0.0.0/0.0.0.0:2181

3 server.NIOServerCnxnFactory Accepted socket connection 1 192.168.31.154:38221

4 server.ZooKeeperServer Client attempting to establish new 1 192.168.31.154:38221

session

5 server.ZooKeeperServer Established session

1 0x1621970549a0000
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